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SWID (Software Identification)

ENT schema (Entitlement schema)

RUM (Resourse utilization mesurement)
SCAM (Security Content Automation Protocol)
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YIMNIIF7HEANI I TRICHNTERTESN ?

J74)\ 4 : #Bfsa_J 0459 . swidtag

JL— BN (Softwareldentity) VIR 7#BICDOWTDIL— NE M ZECih 9 B,

H)DRERE, B, N-23oRE

F #E#IFEHR(Entity) A EER U COSWIDAJ (WU TEEDHZEMDIEHRZSCIRT
= ARG, 2. 9TE/RME. VINIIVHRER. S1TOARME -
£ UIESESIN
U>1&#k(Link) ZER BT I DEIRE R %R T B, BRI 2 T71 IS
J>0-RiT, MESSET—AIN-R, [FEREREEEERT
&Do
X35k (Meta) 2R COSWIDICE I MERD|EERZ 1R T D,
AREBEBMISURYINI 17 OsFBRRGEB. -3 3
I ITA3AVRE
VINIIPOARIEHR iR AARN=IENBT7AIVCDOVWTERED[EHRZ IR T B,
(Payload) T74ID%HT. B4 X, )\ {BRE
VINIIPOERIEHR iR SYVI[?’S”?“D‘E’)D‘B?ELA‘J? NIIV DI AT MEEFER
(Evidence) (ERUEIR
EZE#(Signature) =R CDOSWIDAJ (UL TEEDH D BMDE L BIHRZEC
g3,
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Payload |.

+ Directory : Directory[*]
+ File : File[*]

+ Process : Process[*]
+ Resource : Resource[*]
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Directory Attributes
o]  + Directory : Directory|*]
+ File : File[*]
Directory | 0.0

0.n
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SWID#%% @ (Fabrikam Writer 2013)

<?xml version="1.0" encoding="UTF-8” standalone="no”?> «<— XMLE &
<{Softwareldentity — —
xmlns="’ http //standards. iso.org/iso/19770/-2/2014/schema. xsd 19770-27 7A L& BTZER)

xmlns:xsi="http://www. w3. org/2001/XMLSchema— |nstance<—/w
xmlns:ds=" http //www. w3. org/2000/09/xmldsiglt” <« TRV EER

xmlns: SHA256 ht_tp //www w3. org/2001/04/xmldsig-moreffrsa-sha256” «<—| s\ 1 & HIZE R
name={" ” 85 DL B

Y Z<TB=HIZEERLTULNS A, 16N (FDGUID
version="12.1.1" (51 7z 1X. 2dfode35-0aff-4a86-ace6f7ddddladedc)
versionScheme="multipartnumeric”> Zitih9 5,

<Entity name="Fabrikam Corporation” regid="fabrikam com” role="softwareCreator
| icensor tagCreator” />‘}/ persistentldh’ ‘EAB2---"T#HDSWIDZY AVRLTLNSTOF Uk

tagld-’{GUID}FabrlkamWr|ter—2013”

<lI--also requires the runtime ——>

<Link rel="requires”| href="swidpath:/Softwareldentity/Meta[@persistentld="EAB2F277-
920-4F8C-B466-6FEOCA7D59DF” | ﬂownersh|p= shared /SIR T ——

<{Payload>
<File name="writer.exe” size="1024000" location="../bin/”
SHA256 : hash="c4128c2dc663ae7abb6bc6787594057396e6b3f569cd50fd5ddb4d1bbafd2bba”

<File name="writer.dll” size="524012" location="../bin/”

SHA256 :hash="96e6b3f569cd50fd5ddb4d1bbafd2b6ac4128c2dc663ae7abb6bc67875940573” />
<{/Payload> 1

{/Softwareldentity> writer.dll®IELWLNV A X, I E . Hash|&#R
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Fabr ikamOffice-2013
AVR—2> b

Link: __component, FabrikamWriter-2013
FabrikamWriter-2013

Link: M '
FabrikamSpreadsheet-2013 FabrikamSpreadsheet-2013

Link: JAVR—=R>b
FabrikamPresentation-2013 = — - FabrikamPresentation-2013 23X
Link: -
++
C++runtime =R C++runtime
requires

Link:
OfficeLicense ?ﬁEN OfficeLicense 5S4 trR¥—

supplemental
FIKIEEL (PayloadEL) @ Link:

parent Language Pack
. 997740 ( ?.swidtag ) . . HEAYIFAIL ( ?.swidtag ) . - poomm
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<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<{Softwareldentity 42 B AR : : y
» _ . . Rl AY“Fabrikam Office 2013” T
xmlns=_“http://standards. iso.org/iso/19770/- tagldA¥ ="{GUID}FabrikamOffice-2013”

xmlns:xsi="http://www. w3. org/2 chema-| m»swiD%4 ',
xmlns:ds="http://www-w3-org/2000/09/xmlds i gt

name="Fabr ikam Office 2013”
tagld=”{§UlD}FaprikamOffice—2013”
version="12.1.1"
versionScheme="multipartnumeric”™>

SWID#A % Mtagldh{GUID}Fabrikam2013
MDY Ik 7 [EFabricam Office 2013Ma i R—xRk
THREINTWS,

<Entity name="Fabrikam Corporation” regid="fabr ikam. " role="softwareCreator |icensor

tagCreator” />

ZDAVKR—RUMNIATIay

<Link rel="component” href="swid: {GUID}FabrikamWriter-2013" use="recommended” />
<Link rel="component” href="swid: [GUID]}FabrikamSpreadsheet-2013" use="recommended” />
<Link rel="component” href="swid: {GUID}FabrikamPresentation-2013"|use="optional” />

<I— also requirs BELCT LYk IZ“FabrikamOfficeLicense.swidtag” D B 25 hd 5

<L|nk relzﬂrGQUiIUo MTeCT="SWTU v} o= D 1-0920-
AF8C-B466—-6FEQCA7D59DF’ 17 ownership="shared™ />

:I . I I=II I I Ill href=” /F . . . . ” />

{Meta entitlementDataRequired="true” /> |

{Meta SKU="FabrikamOffice —2013-Retail” />

</Softwareldentity> FOTAN—"av X —PERINTLDS

2018 © SAMAC all rights reserved. 14


http://standards.iso.org/iso/19770/-2/2015/schema.xsd

SWIDDSA1 Y1 I)

I—-REZROEM (“corpus”’patch”’supplemental”) ZIBEIIETIAIVAIINZTEETED

4> AB=)LAl AA=IViE J\yFE A 7vIIL—R
A RUMA RMGA’
510 A =+ EmA.swidtag ~ft+ & 5A. swidtag =+ RGA  swidtag
Ea-du|n|
T34 PRARE
RmB mB RMEB

S+ EmA.swidtag

CoPeEIy 2B+ R MEB.swidtag =ttB+&RmB.swidtag 21tB+&MmB.swidtag
Supplemental="true” Supplemental="true” Supplemental="true”
Mg
S +RGA patch01.swidtag
patch="true”
BENRIR BENRIR BENRIR
1=)ZA9DE1  FEHT . BN T OB )\yFA37 D 7vI L —ROA
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ENT schema {#EFfIAF—YTHEHNEERTETHOH ?
IV : 1Bk 0497 8& _entld.ent

JL—N(Ent)

F BB (Entity) EntCreator(d

22 WiZE, B3R
= LIRS EER WAZH
(EntMeta)

U>J1E#HR(Link) 1R

X3EH(Meta) ER (1ED
)

EZB#H(Signature) ZER

HERCDOWTOIIL— MNEHZEEih I 5., Z28IDentld.
HA4T (SATHAOIIBISIR) | B{AREZERT D,
EnthEZERL CTUVWAIERI(CREE T 2180 [EH%Z Lt
3_50

LHCEH I 2RI ZFEDTRET D ZHIDOANE.
LR OB, BIEBIRBAERDOENBIRNTE
£C3d. (REBEZR)
OI7AINOSEREMRZE T Do BRI 5T7 1)L
A9>0-Rt, MEEEMT —IN-R, (ERERELE
£ C3d.

COZRCEATHERDBIRZECIR I D,

COENtCH U TEEOHSHEMOERFHRZCIRT
%
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Ent9JDOUMLYL(7IS A (%)

Type | xsstri
Meta
Type | xsstn
N,
4 Link -~
Type | xs:stn
O i £
St @
Type | xs:stn
(Quantification Jo—(@) o—-=(MetncJo—(@) - (TestMetnod Jo
Contract o
Type | xs:stn
Orderinfo
Type | xs:sin
- 1 o .
° 6 Emem & 1o o _Quamﬁcauon ‘. @G : Metnic |®
Lirmit
Type | xs:stn
B e g
LimitTime
1 o (O]
. .O' | Type | xs:stn
e
Link o
Type | xs:stn
I
Meta ®
Type | xs:stri
|ValidVersion ~
Type | xs:stn 5
Enﬁty@
LinkContent &
Type | xs:stn 5
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EntI7M4)l (514E2R) OEERH

EAE A hfabrikam#t DY — /NS4 2> A% 10088 AUTZ. 1A=L/ AN100. CALZAE>R
(& 1 CPUEEALIC 5 CAL®DB.

fabrikam.com_server2014_AAA.ent

<ent entld="AAA” entType="Initial” entCreationDate="2014-10-13T15:09:10+00:00">
<Entity name="Fabrikam® regid="fabrikam.com® role="softwareCreator entCreator"/>
<Entity name="BE&A” regid="BE&A.com” role="entitledEntity“ alias="Z&%t"/>
<EntMeta products=“server2014” entitlementType ="License” >

/" <Quantification quantity="100 > FACAEERDNI I NEE

./ <Metric metricName="per Server" metricType=“Device”™ |

<TestMethod testName="For SWIDTAG"/> SWIDTDZA S ADNIVNGE | |

L <TestScript="“tagld={GUID} server2014 tagCreatorRegid =fabrikam.com “/> :

“o<Metric> ___</Quanfification>________..._.........oooooooo %
(" <Right rightid="1" rightName=FinstallLicense”> o

’ <LimitTime isPerpetual="true”/> Y=L RADIEFES

S RIS

<Right rightld=2" rightName=“CAL” >
<LimitTime isPerpetual=“trure”/>
, <Quantification quantity="5" />
. </Right>

____________________________________________________________________________________________________________________________

</EntMeta>

SAMAC
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Entd71IWVDS514TY41 IV

BAZAIL, FabrikamfthFEITUL1005/ 2 RZEEA LN, 2DEREIT BIRCorphVEERz T
MUz, BEEAFFTAROERFIC5051/ 2 ABIEHT, €0, 3051/ AZFMBIEET S,

EERT] —
BHEA
=B

i Nl fabrikam.com_server2014_AAA.ent I 00
EntType:initial

=17l BiRCorp.com_server2014_BBB.ent
EntType: Supplemental supplementalEntType="InfoAdded”

LinkedToPrimaryEntld="AAA”

BAZA.com_server2014_CCC.ent [EdsY0)
EntType: Supplemental supplementalEntType="AllocationSent”

LinkedToPrimaryEntld="AAA”

BAZA.com_server2014 DDD.ent 50

EntType: AllocationReceived
LinkedToPrimaryEntld="AAA”

BAZA.com_server2014 EEE.ent {0 F=ftB.com_server2014_FFF.ent B{#)

EntType: Supplemental  LinkedToPrimaryEntld="AAA”  entType : TransferReceived LinkedToPrimaryEntld="AAA”

SAMAC 2018 © SAMAC all rights reserved. 20
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HEFRIE DM
=¥

BERAfL(L. fabrikamft MW BEA L5142 X100MD5>630%F= 1 BIZEE

fabrikam.com_server2014 AAA.ent

<ent entld@entType=”InitiaI” entCreationDate="2014-10-13">
<Entity name="Fabrikam“ regid="fabrikam.com® role="softwareCreator entCreator"/>

EntJ74 LDV 8%

H 25 A.CO arver?201 /4 2
<ent entld="EEE? entTypeE’Supplgmental” plementalEntType¥ TransferSent”
LinkedToPrimaryEntld¥” entCreation ="2015-05-13"> T~ EEIBENt
<Entity name="EE& A" regid="FEZ&A.com"” role=" entCreator" alias="4Ax%t"/>
<EntMeta .
<Right rightld="1" rightName="installLicense” > Ent51 T e
<LimitTime isPerpetual="true’/> </Right>
<Quantification  guantityF"-30"> .
3051 RADEE
5.CO erver2014 s
<e YP&F TransterReceived” Jo——<— sis% &5 4R /RSN BENt
LinkedToPrimaryEntIdf”AAA” ji@reatlonDate 2015-05-13">
WAHB com* rglé="entCreator*/>
<EntMeta
<Right rightld=“1" rightName="installLicense” >
<LimitTime isPerpetual="true” </Right>
<Quantification  quantit

2018 © SAMAC all rights reserved.
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RUM ERFIAAETEIERTESON ?

D74 : SWIDAY J74( V4.0 74 V& .25 .rum

JL—(ResourceUtilization) BIEDOERFR,

F BE#RTF WiZB ITEED:HEIF

£ (Assetldentification)  (1{H0#)  SWIDOHIEE. RVAEOHBIEES

R s =R CORUMICEIS 3 EROIEHRE TS 3.
(Meta) (11Endr) . HRIDREEEDILRNTED
BIEBER WA BIET—4
(Measurement) (11ELLL)
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RUMOUMLAYM 7S A (8%8)

[£] BaseElement

& lang (langType)
(’a) anyAttribute

[&] Assetldentification

13 anyAttribute
Y [e] Link [1.1] Link
11 [€] Asset [1.1] Asset

|&] Instance [0.1] Instance

@FfesoJrE eltilization

(] Meta

18 anyAttribute

[e] Assetldentification [1.1] Assetldentification
[e] Meta [0.1] Meta

|e] Measurement [1.*] Measurement

18 anyAttribute

] Link

(@ artifact string
@ href anyURI
(@ media NMTOKENS
(@ ownership Ownership
@ rel NMTOKEN
@ type string
@ use Use
'@ anyAttribute

[E] Asset
(@ name string
@ anyAttribute

[&] Instance

(] Measurement

@ id string
18 anyAttribute

@ logTime dateTime
(@ metricName string

(@ startTime dateTime
@ endTime dateTime
@ samplelnterval integer
(& numSamples integer
18 anyAttribute

(] Meta [0.1] Meta

[e] Value [1.*] Value

2018 © SAMAC all rights reserved.
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RUM®DHI Ikl SRERUMEDBIFATEET S
“3sset”:SWID%Y

: 1| ER SR == B “metric”: ZORUMMEERT B A My IIERR, o
Fabrikam Webserver OFFHRGTAIEDH] “supplemental”: CORUMIC I 2iBNNIEER. JAIERATRE

xmlns="http://standards.iso.orqg/iso/19770/-4/2015/schema.xsd"
xmlns:xml="http://www.w3.0rg/XML/1998/namespace"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

{,___________________'_________________________________________'___________________'_________________________________________'___________________'_________________'_____________________'___________________'_______________:___'___________\
. . . N P4 !

1 <AssetlIdentification> /EIJIFES(‘:I-%O)EEE :
i <Link href%"swid:FabrikamWebserver—2.2" I rel=['asset" / i
' on> !
e = [T =ty = ~
<Measurement logTime="2014-11-25T09:31:10+06:00" AlEDD \

startTime="2014N1-24T09-:30:70+06:00" endTime="2014-11-25T09:30:10+06:00"

metricName={"AUTHVRIZED USER"#E

<Meta subtypet"ENPLOYEE" />

I
| <Value type="number' alue> </Measurement>
! <Measurement logTime¥"2014-11-2 :31:1 ;00"

startTime="2014-1\-25T09:30:10+06: end ="2014-11-26T09:30:10+06:00"

ATEX R2 7 I IR DECuh

: B 12 XhFIF
i | ZOSWIDCRIRRRORE RS

</ResourceUtilization>

">11</Value> </Measurement>
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S%E  REODEM

TagVault.org (IEEE-ISTODIEEF T Zp#EHk)
BrAVASTOV el N =
CA. Microsoft, ModusLink. Symantec
EFEXL)N-:
HP, EMC?, IBM. Anglepoint, Eracent, Gothaer Systems GmbH, iQuate, MITRE,
Scalable Software, Open iT, US ARMY, Fr##(DoD), El T E{RE&(DHS), EFBEAT
SEERI(GSA), US NAVY, B IR ERTAFTAT(NIST)
PI3ATRIN—=r—
Agnitio Advisors, Cicala and Associates, CyberPack Ventures,IAITAM,IEEE-IS
SWIDA/#ERYJ M1 VEFE
Microsoft, Symantec, Adobe, IBM (#3 300 product /B )&
V=) —
CA Technologies ( IT Client and Asset Manager) , Hewlett Packard -DDMI , Microsoft —
SCCM, Symantec —Altiris, Aspera, Asset Metrics, Eracent, Express Metrix, Flexera, iQuate,
Magnicomp, Software Management.org
Caphyon’s Advanced Installer, Flexera Software’s InstallShield, Flexera Software’s
InstallAnywhere, Open Source - Windows Installer XML Toolset (WiX)&
LODEBE%? (201 78E5H1R1F)
TagvaultdSWID Tag Signing WG W"&EFERZDH 1 R31>%#°~ (public review)
MITREN'SWIDA) DEFBZLY-IOTVII7iRZE)—-X
GSA NUSEAFYIRIIT ($F(CDoD) MSWIDAYJ DURST NZiEEEH
DoDDITAZ#EERFFETWHAICE-OTWS (January 5, 201 7DIZER VALV ADYAR)
IBM&. — 4 ODfERTEZVERK
IBMODILMT. BigFixt(&2015hRICXT i
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