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Introduction

This document specifies the requirements for the establishment, implementation, maintenance and
improvement of a management system for information technology asset management (ITAM), referred
to as an “IT asset management system” (ITAMS).

IT assets include all technology either paid for, deployed, used, stored, or managed by or for the
organization, regardless of whether such technology is:

Being utilized and/or adding value or not
Physical or virtual

Hardware (including desktops, laptops, peripherals, servers, 0T, network, Szgorage, mobile
devices, operational technology, or other), software (including self-developed, open source, as-
a-service, commercially available from software publishers or cloud marketplaces, and other),
cloud and related services, or other

On-premises, off-premises, hosted by a third party, in public or private cloud, or other

Owned, leased, or subscribed to (“as a service”) by either the organization, its employees, or
third parties

Financially recorded as a capital asset, a lease, an expense, or not recorded at all

Other.

IT assets encompass a wide variety of asset types. Figure 1 indicates the principal IT asset types
diagrammatically.

IT asset management has four principal objectives:

— Cost reduction: minimize costs related to IT assets;

— Sustainability impact reducdor! minimize the environmental, social and governance impact

related to IT assets;

— Risk mitigation: minimize legal, financial, reputational, cybersecurity and other risks related
to IT assets; and

— Improved operations: better support other processes dependant on IT asset information, for
example IT service management.

The practice of IT asset management consists of the management system and related people, process,
and technology aspects described in this document. It should be noted that the implementation of the
processes.also requires specific expertise in the licensing, pricing, and lifecycle management of each of
the mainllfassetvendors utilized by the organization.

There is a strong justification for joint implementation of ITAM& with other international standards

including ISO/IEC 27001 for Information Security Management System, ISO/IEC 20001 for service
management system, ISO/IEC 14001 for Environmental Management System, ISO/IEC 5230 for

There is strong correlation and overlap between this document and other industry governance
frameworks, including FinOps (finops.org), ITIL (Axelos.com), COBIT (isaca.org), and other.

This document is not intended to be in conflict with any organization's policies, procedures and
standards. Any such conflict should be resolved before using this document.
<

This document is primarily intended for use by:

— those involved in the establishment, implementation, maintenance, and improvement of an IT asset
management system;

those involved in delivering IT asset management activities, including service providers;

internal and external parties to assess the organization’s ability to meet legal, regulatory and
contractual requirements and the organization’s own requirements.




The order in which requirements are presented in this document does not reflect their importance or
imply the order in which they are to be implemented.

General information on asset management and on IT asset management, and information on the
terminology applicable to this document, is provided in ISO/IEC 19770-5 and ISO/IEC 19770-10.
Organizations can find that these documents will assist in the development of IT asset management in
their organization.

Types of IT Assets

Physical IT Assets Non-Physical On-Prem IT Assets Non-Physical Off-Prem IT Assets (1)

sset Serv
{ Service

Cloud IT Assets

IT Equipment
Virtual Machines,

Containers, Firmware, etc.

ITAM System
Management Assets

ITAM Enabling
Technologies (4)

Metadata for ITAM (5)

Other Software

Executable S/W

Non-Executable S/W (6)

Source Code

Digital Information
Content Assets (7)

IT Asset Legal
Documentation (8)

I IT Asset Licenses (9)

Media and Non-Legal
Documentation

L e I )

*
Non-IT Assets (including personnel & S#organization [both
internal and external] needed for thé®se of IT Assets)

(1) Organizations can also implement private cloud services on-prem

(2) Combinations of IT assets and non-IT assets, typically externally supplied, such as hardware maintenance
and training

(3) Shown reflecting how these are managed, rather than as services. Include similar products, such as
Storage as a Service and Function as a Service

(4) Includes applications, systems, and tools

(S) Information about IT assets, and about non-IT assets needed for the management of IT assets, such as
information about personnel and organization

(6) Includes fonts, configuration information, dictionaries etc. used by executable software

(7) Digital assets with information content, including documents, audio, video, graphics, databases, and free-
standing dictionaries; often licensed. ITAM may include management of these assets overall, e.g. for license
compliance, but excludes management of the content

(8) Includes contracts, agreements, purchase orders and invoices

(9) Includes proof of license and license keys

Figure 1 — Principal types of IT assets
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Annex AlIT asset management operation processes and objectives DIEIEEN RSN
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ombor [ Process | procsssObjoctve |
[ om-poeaeand o ormaton |

Inform - gather, analyze and report information

IT Asset data visibility

Discovery and
inventory Consider
separating the two or
clarifying

Contracts and purchase
transaction details

Normalization
Metering and usage
Demand forecast

IT asset data analysis

Spend and entitlement

Consumption

Current and future
demand

Environmental
sustainability

Risk and opportunity

IT asset data reporting
Financial and business

reporting

Financial management
add ROI

Discover IT assets deployed and record (inventory) relevant asset

information including metrics used for licensing

Gather and record IT asset related contracts, and related purchase

transaction and spend information

Convert discovery and inventory data, as well as contracts and,
purchase transaction details, into consistent usable formats X

Record IT asset usage information

Gather, record, and validate with the relevant stakeholders future
demand forecast for IT assets

Analyze contracts and purchase transaction details to develop IT

asset spend and entitlement information

Analyze discovery and inventory details to develop IT asset
consumption information

Analyze metering and usage data, as well as demand forecast data to
develop current and future demand information

Analyze the environmental impact of IT assets, including calculation
of greenhouse gasses emissions gxpand

Identify opportunities to reduce cost, reduce risk, and reduce the
sustainability impact of IT assets

Make timely IT asset information and analysis available to
stakeholders through reports, dashboards, or data feeds

Ensure that the financial costs associated with IT assets are budgeted,
forecasted, recorded, monitored and managed. IT asset costs may be
expressed in unit economics, and may be charged back to cost centers



m ess Process Objective
2 Optimize - Take action to reduce cost, risk, and environmental impact

Annex B :

Asset rightsizing

Rightsize consumption

Reduce spend and
entitlement]

Rightsize contractual
terms

Reduce environmental
impact

Optimize the level of consumption of IT assets to meet the needs of

the organization

Minimize costs for the consumption of IT assets

Optimize contractual terms with IT asset vendors for the

consumption of IT assets

Minimize the environmental impact resulting from the consumption

of IT assets

Operate - Ongoing management of IT assets

IT asset lifecycle management

Request and approval

Development

Release, deployment
and provisioning

Monitoring and
maintenance

Deprovisioning and
disposal

Requirements for IT assets are properly submitted, analyzed and
approved

For IT assets that are developed by the organization, the development
supports ITAM requirements

IT assets are released and provisioned, and costs are allocated, in a

way which supports ITAM requirements

IT assets are monitored and maintained in a way which supports

ITAM requirements

IT assets are deprovisioned, decommissioned, and disposed of in a
way which supports ITAM requirements

Other ITAM program operations

Vendor management

Contract and renewal
management

Compliance and audit
management

Tooling and automation
management

Data quality
Management

Security management

IT service management

25 3 IRTI(L Tier OFREANREN TN, [IT Asset Management System (ITAMS)

Relationships with IT asset and related vendors are effectively
managed in a way which supports ITAM requirements

Contracts for IT asset and related services are executed, managed and
renewed in a way which supports ITAM requirements

IT assets are managed in a way which ensures compliance with

applicable contracts, laws, and regulations. IT asset vendor audits are
managed to ensure compliance with verification requirements while
minimizing disruption and risks to the organization

ITAM tooling and automation is executed in a way which supports
ITAM requirements

ITAM data is continuously managed to improve relevance,
completeness, accuracy, and availability. ITAM data is used to
improve relevant data repositories throughout the organization

Manage security effectively within all ITAM activities in a way which
supports the security requirements of the organization

Define, record and manage essential levels of service related to ITAM.

Control planned changes and review the consequences of unintended
changes, taking action to mitigate any adverse effects, as necessary.
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Annex B
(informative)

IT Asset Management System (ITAMS) Structure Overview

This annex gives an overview of the structure of this document as an additional optional reference.

This document is a Management System Standard (MSS) as defined in the ISO Directives section SL.
Management System Standards are based on the Plan-Do-Check-Act cycle of continuous improvement:

— Plan (sections 4-7). The plan phase is focused on understanding the context of the
organization, establishing effective governance, determining the IT asset management
program scope, develéping a detailed plan, and identifying resources, documentation and
communication requirements.

Do (section 8). The do phase is focused on executing the IT asset management processes
developed in the plan phase.

— Check (section 9). The check phase is focused on monitoring that the IT asset management
processes are operating as expected, conducting audits, and performing management reviews.

— Act (section 10). The Act phase is focused on correcting noncompliance identified in the check
phase, and on continuous improvement of the IT asset management system.

Additional informative guidance on the structure and implementation of an ITAMS is available in
ISO/IEC 19770-10 ITAM Implementation Guidance.

Figure B.1 gives an overview of the IT asset management system.

Figure B.1— IT asset management system
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